Retrieving a Public Key
from the DoD PKI
Directory

To retrieve an Email Certificate for a PKI user from the DoD
PKI Directory open Internet Explorer and connect to one of
the PKI home pages listed below:
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http:/ /dodpki.c3pki.chamb.disa.mil
or http:/ /dodpki.c3pki.den.disa.mil
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[Click Search the Email Directory Server. 1




3 Netscape Directory Server Gateway: Advanced Search - Microsoft Internet Explorer
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/Select the Advanced Search tab. Ensure that People is selected
from the Find drop down menu. Choose to search on the Full
Name. Choose Contains from the far right drop down menu.

Type in the last name of the person you wish to find a certificate
for. In our example we are searching for April Bowman's
certificate.

\ Click the Search button. 4




F F F
/ Standard Search -“1\ [ Advanced Search\f MNew Entry -"'\f Authentication -“1\

Find [Peaple | within PKI,DoD,U.S. Government,US
where the | full name ~| [contains |
|bowman Search | Helpl

Found 162 entries where the full name contains 'bowman’.

Name ID
AUGER.COREY.BOWMAN.1158518690 AUGER.COREY.BOWMAN.1158518690
BOWMAN.AARON.LEROY. 1108252363 BOWMAN.AARON.LEROY. 1108252363
BOWMAN.ADAM . WOODS.1034023405 BOWMAN.ADAM. WOODS. 1034023405
BOWMAN.ALLEN.LEE.1050139510 BOWMAN.ALLEN.LEE. 1050139510
BOWMAN.ANDREA.REMEE.1090805874 BOWMAN.ANDREA.REMEE.1090805874
BOWMAN.ANTHONY.5.1041849351 BOWMAN.ANTHONY.S5.1041849351
Bowman . April.0120022076 Bowman April.0120022076
BOWMAN.APRIL.DAWN.1062005021 » BOWMAN.APRIL.DAWN.1062005021
BOWMAN.BELINDA.M.1229845515 BOWMAN.BELINDA.M.1229845515

The directory will list all individuals that meet the search criteria.

There are 2 types of certificates listed in the DOD PKI Directory:
Software certificates and CAC certificates.

A Software certificate will be listed in lowercase letters and the
certificate number will begin with a 0.

Ex: Bowman.April.0120022076

A CAC certificate will be listed in all capital letters and the
certificate number will begin with a 1.

Ex: BOWMAN. APRIL.DAWN.1062005021

In this example, we are searching for April Bowman’s CAC
certificate. Select the entry from the list and click on the
ertificate link to the right of the name.




3 Netscape Directory Server Gateway: Advanced Search - Microsoft Internet -'»:':;}' '
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The PKI user’s Properties page will appear. Review the
information to ensure the certificate is for the correct
person. To download the user’s certificate, click on
Download Certificate link under the users name.

File Download

]|

Yiou have chozen to download a file from this location.

dozearch from de-web. c3pki.chamb. diza. mil

“wihat would pou like to do with thiz file?

" Open this file from itz curent location

¥ | &lwaus ask befare opeming this tpe. ofi file

—m Cancel | Fare Info |

Select Save this file to disk 4
then click OK.




Save im: > |EﬂDESHDD j | IEjE| |

= by Computer @ DMS Lotus CBT 21.4.2
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= 201 Instant tezzenger [TH) EgﬂMS RG 21.4.2
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File name: < |Enwmanﬂ..cer| ’ Save

Save az type: | Document j Cancel
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You may save the file to your hard drive. In this example the file
is saved on the Desktop. The naming convention for saving a
certificate is Lastname/FirstInitial.cer. In this example we are
downloading April Bowman'’s certificate. The file name we are
\using is BowmanA.cer. Click Save. J

Download complete = =]

vh
= Downlaad Complete

Saved:
dozearch from dz-web.c3pki chamb. diza.mil
AERRENERENENEENNENENNENENNANEENNNENEEEEEEER

Dawnloaded: 908 bytez in 1 zec
Download bao: C:WAMM T SProfilessbove.. 5B owmand. cer
Tranzfer rate: 908 bytez/Sec

[ Cloze thiz dislog box when download completes:

Open Open Folder | Cloze *
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When the download is complete, click 5
Close.




Bowman. April.0120022076, USA, PKI, DoD

Download Certificate

Show Card | Edit Person |
|
‘First Name: |April Full Name: Bowman.April.0120022076
‘Last Name: |Bowman
‘Phone: | |E-Majl Address: > Iapril.boman@us.mmv.mil
Fax: | User ID: 0120022076
‘Pager: | |M0bile Phone: ‘
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Click on the link for the email address located to the far
right side of the Properties window.

i Untitled - Message (Rich Text) - O] x|

JFiIe Edit Wiew Insert Format Tools Actions Help |
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Subject: I
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ﬁnew mail message addressed to the PKI User wiIQ
appear. The email address in the To: field will
change to the recipient’s name and the name will
become underlined. In our example, the email
address for April Bowman:

april.bowman@us.army.mil changed to Bowman

G e
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Copy
Paste
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Right-click the recipient’s name and choose Add to Contacts from
the right-click menu.

EE April Bowman - Contact Mi=] B3
JEiIe Edit Wiew Insert Format Tools Actions Help |

Jngaveandclose |§ [} |Y P B 2 -
General I Details I Activities ] CertiFicatesM
g Full Mame. , ||Bowman April @ Business :"M

Job title: I Harme :II
COmpany: I Business Fax lIIE?EIS! TE9-7605
File as: IBowman, April j IMobile :"l

Address. .. | PM SET-Dr E-mail :"abowman madentect@dms . belvoir. army.mil @l

2110 Washington Blvd Suite 200
Business ﬂ Arlington, wa 22204

,iq"""l Web page address: I
&

¥ This is the mailing address

[~
Contacts. .. | I Categoriss. .. || Private [

A new Contact will open with the email recipient’s
information. Mandatory fields have been completed for you.

Fill out any additional information. Once complete, click on
the Certificates tab.




= April Bowman - Contact |_ O]
File Edit View Insert Farmat Tools Actions Help
& save and close [ | & L G RENG RPN 2R
General ] Details ] Activities ] Certificates ] All Fields ]

Outlook will use one of these certificates ko send encrypted mail to this conkact,

‘fou can get a certificate by receiving digitally signed mail fram this contack or by importing a

certificate file For this conkact,

Certificates (Digital IDs):

|

i Import...

13

To import the user’s certificate into the Contact, click
the Import button.

Locate Security Profile

Look in: |:\ﬁ Desktop ﬂ J ﬁ

=4 by Computer fad Shartcut o user
5{5 Hetwork Meighborhood vyt
59 My Briefcase yatts

E2 B owmand,

File name: |B|:|wman.-f‘-. Open 4'1
Filez of tupe: |Digital ID Files [*.pic;® cern) ﬂ Cahcel |

Select the file you previously saved. In this
example we saved the file on our Desktop. Once g
you have selected the file click Open.
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EEB April Bowman - Contact |_ (O]

JEiIe Edit Wiew Insert Format Tools Actions Help

*> - -

Jngaveandclosem | O Zp -

General I Details I Activities ] Certificates I Al Fields ]

Qutlook will use one of these certificates o send encrypted mail to this conkact,
‘fou can get a certificate by receiving digitally signed mail from this contact or by importing a
certificate file For this contact.

Certificates (Digital IDs):

Eowrnan, &pril,0101200005(Defaul) Properties. ..

[

Sebas Default

Remove |

The Certificate has now been imported
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into the Contact. Click Save and Close to

save the Contact.

Army PKI Help Desk
1 866 SETD CAC
VA, DC & MD (703) 769-4499
DSN: 327-4004

Web Site: https://setdweb.setd.army.mil

Email: setd.helpdesk@us.army.mil




